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\) Joint Committee Performance Pack

Shared ICT Services

Meeting Information

Meeting Date and Time Tuesday 2" March 2021 18:00 — 19:30

Meeting Location To be held online

Dial-in Details Online Meetings
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\) Performance Management

Shared ICT Services

Key Performance Indicators

Summary

* P1 incidents increased primarily due to a total of 7 Council Public Web Site outages for Lewisham and
Southwark

P2, P3 and P4 SLA have all improved in this period compared with the last report due to improved call
management

» Laptop Direct Access remote connection numbers have increased in Southwark as laptop rollout
considerably accelerated

* Net Promoter Score above 60% (excellent rating level is 50%)

* No major security incidents that affected the Shared Service - October through to January
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Performance Management

Jan I

B Sum of Missed SLA
H Sum of Met SLA

SICTS PO & P1 - target 95% of calls fixed within 4 hours

Row Labels |[Sum of |[Sum of Total [Percentage|Percentage
Met SLA [Missed SLA Met Missed
-12020 24 24 48 50% 50%
Jan 6 4 10 60% 40%
Feb 3 1 4 75% 25%
Mar 2 3 5 40% 60%
Apr 5 3 8 63% 38%
May 0 2 2 0% 100%
Jun 2 3 5 40% 60%
Jul 0 2 2 0% 100%
Aug 0 1 1 0% 100%
Sep 1 2 3 33% 67%
Oct 1 1 2 50% 50%
Nov 4 0 4 100% 0%
Dec 0 2 2 0% 100%
-12021 2 4 6 33% 67%
Jan 2 4 6 33% 67%
Grand Total 26 28 54 48% 52%




S Performance Management

Shared ICT Services SICTS P2 target - 95% of calls fixed within 8 hours

Tickets Report

22.99 (Blank) (Blank) 3
Ticket information generated by Average Ticket Closure Time Tickets on Hold Reopened Tickets Open Tickets
information from SQL database _
Tickets Resolved SLA Status Percentage of Resolved Tickets by SLA Status

Resolved Date

P Met SLA @ Missed SLA

01/10/2020  31/01/2021 .

O OJN

Organisation
15

Multiple selections A
10
Priority 5
P2 hd 0
October Movember December January
2020 2021
Team (groups)
SICTS N i :
Tickets Logged Percentage of Open Tickets by Status
25
Team
All AV 20
15
ClosureCategory
t 10
A” ? Eﬂ e 8
Logged Date 5

01/10/2020  31/01/2021

0
(I) October November December January L 100%

2020 2021



S Performance Management
Shared ICT Services SICTS P3 - target 80% of calls fixed within 2 working days

Tickets Report

35.36 95 68 557
Ticket information generated by Average Ticket Closure Time Tickets on Hold Reopened Tickets Open Tickets
information from SQL Y17 2--- _
Tickets Resolved SLA Status Percentage of Resolved Tickets by SLA Status

Resolved Date

@ Met SLA @ Missed SLA

01/10/2020  31/01/2021

3K
(I) 28.29% —._
Organisation 2K
Multiple selections A
1K
Priority
S— 71.71%
P3 e 0K
October Movember December January
2020 2021

Team (groups)
SICTS hd : :

Tickets Logged Percentage of Open Tickets by Status
Team - 2722 2754 2751
All hd

2089

2K
ClosureCategory
All hd

1K

Logged Date

01/10/2020  31/01/2021

0K
(D October Movember December January

2020 2021



S Performance Management

Shared ICT Services SICTS P4 - target 80% of calls fixed within SLA for request type

Tickets Report

40.93 203 103 1133
Ticket information generated by Average Ticket Closure Time Tickets on Hold Reopened Tickets Open Tickets
information from SQL database _
Tickets Resolved SLA Status Percentage of Resolved Tickets by SLA Status

Resolved Date

P Met SLA @ Missed SLA

01/10/2020  31/01/2021

6K
Organisation 4K
Multiple selections hd
2K
Priority
P4 hd 0K
October MNovember December January
2020 2021
Team (groups)
SICTS hd : :
Tickets Logged Percentage of Open Tickets by Status
BK
Team 2315
4960
All hd 4365
3921
aK
ClosureCategory
All o
Y B3 e 2l

Logged Date

01/10/2020  31/01/2021

0K
(I) October Movember December January

2020 2021
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Shared ICT Services

Tickets Report

Ticket information generated by
information from SQL database

Organisation

Multiple selections hd

Date Range

01/10/2020  31/01/2021

Team (groups)

SICTS

Team

All A

NPS Score
65.8%

npsValue

Performance Management — Net Promoter Score

NPS scores

Promoters Passive Detractors

LBB

LBB
LBS

LBB

NPS Score by Year and Month
80%

Oct 2020 Nov 2020 Dec 2020 Jan 2021 Feb 2021 Mar 2021 Apr 2021 May 2021 Jun 2021

NPS Score by Year, Month and organisation

org @LBE @ LEL @LES

80%

—

40%
Oct 2020 Nov 2020 Dec 2020 Jan 2021

Year




Performance Management
(Security Attack Incident Investigations)

Shared ICT Services

SEVERITY TOTALS: CRITICAL: 0% HIGH: 0% MEDIUM: 33% LOW: 67% FINDINGS
10— SERVICE / FINDINGS

9 - DATE RANGE:

8 - 2020-10-01 — | 2021-01-31

7= SEVERITY:

-

5

4+ SEVERITY TOTALS: CRITICAL: 0% HIGH: 0% MEDIUM: 0% LOW: 100%

3

2 —

14

D_

Oct 20 Nov 20 Dec 20 Jan 21

TITLE ¥ REF# ¥ STATUS ~ UPDATED ~ OPENED & SEVERITY ~ 0OS <+ ASSE®S
Anomalous DCSync Activity Observed from User: "vlad.c01" 50913 CLOSED 29/10/20 29/10/20 MEDIUM Windows 1
Suspicious Activity on BO103L 54375 CLOSED 15/01/21 15/01/21 MEDIUM 1
Hackney Council attack 50231 OPEN 13/10/20 13/10/20 LOW 0
Windows Defender alert on LBSVSLMANO11 53375 OPEN 15/12/20 15/12/20 LOW Windows 1
NCSC Protected DNS 52200 OPEN 13/12/20 20/11/20 LOW 0

Solarwinds 53310 OPEN 14/12/20 14/12/20 LOW 0
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Shared ICT Services

Current financial outturn position

Full Year Yearte Dse
e L e Summary
ICT HARDIWARE 1! 23000 | C 45000 | £ 20000 | £ 35,040 L 12, 780
e Lt sosaos | ek 230,380 (£ LA L o 4nomsk _ _ o
e seAREE SR T — T T r— The table shows the financial position for the whole of
INTERMET CI5TS L IS | E 221000 | £ 11,5 | £ Ieaadl | £ i3 Ild . . 5 S 5 g .
LD U TLEHOHE CORTS 1eswmls  wooels  seasle  samle  fewe the shared service; individual authorities will receive their
A IO COURBA S T ) S ) own monthly charges which will also outline their current
FLIBCHASE - ECRIIPRAENT, FLISMNITUSE AND MATERLALY £ - | 4 000 | £ 5000 | £ 1457 |4 e E . ., .
T — agl s eml ==k =& Tinancial position.
AT MANAGIMINT ‘ T o —T ] —
R LTAFF TRAINING £ £ 00 | € =00 | £ SE3 |-£ 433 . .
T — : : T C—T ) YTD current spend is £11.7m against a full year budget of £14.60m
B o . - - i1 (this bottom line now Includes the £120k accrued from 2019/20 for
RECHARGES - IRODME FROM OTHER £ T 193 |-£ T 530 | £ 45 6E% | £ 237530 |-£ 2% 653
CTTT E——C—1 ) ) — the Croydon DC charge). The current YTD spend excludes
e e e e the £6.59m recharges that have been stripped out (e.g. cloud
S vems e e e T program costs, the XMA orders for the smart working project in
MATRONEL INSURAMNIE - EMFALOFERS CORTRIBLUTION  § 124.327Y | [ F11.52% |- LI TE | £ JEL7IA | K 51555 . . .
S . sanlc  smnis  wanlr  menle e Southwark and the smart tech project in Lewisham and the
ST oo T e o o [ B [ [ B e S rechargeable bulk printing charges).
STAFF BECEUNTMENT CO5TS £ +4,000 | £ 13,000 |- 15,000 | £ 03348 | £ L4 BS6
ETAFF DSOEETHOMANY AW REDE - i - 13508 | £ 1Y Shh | £ 11 3832 )& 11 B5Y
STATUTORY SICE FAY _E 15000 | £ 1000 |-£ LADD | £ 858 1 £ 14,101
EMBESSH1P AND SUBSCAPTIGHE : - 17 ] E— STS are currently forecasting a £2.4k underspend which takes into
Tota BAU Sattng f—emome — emsals  mssle  wslt iEe consideration all recharges being accounted for and the YTD Covid-
Tom: e o —T C— T e 19 spend of £874k being funded separately.
Conmingenty Pot E 2097 | £ IS4 197 -_!. E ]:.ﬁ : :,ﬂ:
Hﬂ:mf?;:::nﬂn?:hmt : :;;h : :;j:':i :* H!'.!-'H : ;ﬂ,ﬂl:l I Fuy.000
Total Service Charge £ 14,597,314 | £ 14,594,988 |-£ 2,418 | £11,712,986 | £2,884,328
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YTD Covid-19 Costs

Shared ICT Services

Grand Total

Summary

10,716

108,054

143,059

10,266

83,172

14,400

369,668

1,602

204,992

96,554

10,061

17,823

331,132

25,008

54 480

66,154

27,423

173,155

Organisation | Category Mar - Now
Brent Courier senvice 6,555
Equipment 107,974
Mobile telephony 123,403
printing 10 266
software Licence 57,651
staffing 14 400
Brent Total 320,250
Lewisham Courier service 372
Equipment 204 992
Mobile telephony 83,295
software Licence 10,061
staffing 17,823
Lewisham Total 316,543
southwark Courier service 15 407
Equipment 54 480
software Licence 66,154
staffing 27423
southwark Total 167,464
Grand Total 804,256

December | January February
637 3,196 328

B0 - -
6,552 6,552 6,552
25521
71,269 9,748 32,401
79 706 —L=
4433 4433 4 493
4,512 5,139 4,938
1872 1,555 2,264
1,872 1,555 2,264
13,653 16,442 39,603

873,955

All partners have been emailed their latest Covid-
19 costs which shows the detail behind the
net total figures.

Current Covid-19 expenditure across the
three partners is £874k.

All partners have now confirmed their own

cost code (strategy) of dealing with these costs.
At the monthly charging review meetings Covid-
19 costs are highlighted and recharged to their
own separate funding pot.



Risk Management

Shared ICT Services

Key Financial Risks

Risk and Trend Recent developments, progress and concerns Impact | Probability | Priority | Actions
(cause, event, consequence)

CPI/RPI/Exchange rate issues — Based on past experience, in particular where supplies and services are sourced from Build indexation into budget forecast.
potentially related to EU withdrawal or |the USA, pricing can be particularly sensitive to exchange rate fluctuations. All 3 3 9
other global financial impacts. contracts let indicate whether they are subject to indexation or not and these will be

reviewed for the coming financial year.

Lack of service maturity around cloud | The search for a cloud management tool is being conducted and relevant training is Tool to be procured via the Tech
management could see unexpected being identified. 3 4 12 Roadmap and training to be provided
costs. along side the implementation of the

target operating model.
Processes to be created for staff.

Base budget insufficient to meet An initial target operating model has been drafted, and is now being reviewed along The Target Operating Model is being
service demands — potentially stems with the restructure to ensure alignment with business objectives. 3 3 9 reviewed to ensure alignment with
from being a new service with untested | A review of the future 3-5 Year roadmap is underway and impacts of capital and business and strategic objectives and
service model. revenue expenditure. requirements.

Unknown or unplanned expenditure Due diligence was undertaken when partner services were on-boarded however Risk to be monitored

may arise from licence shortfalls, Information is considered in part to be of poor quality. Were undertaking a further 3 4 12

warranty or maintenance contracts or exercise to identify such information issues and will include the outcome of this work in

changes to service use or growth. our reporting.

The councils’ central finance teams should note risk to base budget and consider
contingency mechanism.



Risk Management

Shared ICT Services

Resourcing Risks

Risk and Trend Recent developments, progress and concerns Impact | Probability | Priority | Actions
(cause, event, consequence)

Underlying imbalance between | Imbalance is being met with agency staff, impact is continuity of staffing, knowledge and New target operating model currently
service demand and resource | expertise. 4 3 12 being implemented.

levels.

Unable to recruit/retain/afford The target operating model will look to address the concerns, but it's a common issue where New target operating model currently
sufficient skilled and qualified | IT salaries to not match local government pay scales. 4 4 16 being implemented.

staff to run the service.

Service fails to meet SLA Staff overtime is offered but not always taken up due to workloads during the normal day. A review of SLA's were approved by

targets. 4 3 12 the Joint Committee on the 18% of Jan
and the implementation of the new
service will add additional support.

Projects delayed with Work to develop Project Management Office — formal project management with fully costed Creation of the PMO build a pipeline
subsequent business impact project delivery funded by the business. 4 3 12 of projects and align with council
(potential loss of benefits and priorities.

or financial cost).

Sub-optimal service delivery Review of all process, introduction of the SICTS PMO and Technology Road Map to build
has both financial and our forward plan whilst rightsizing the service with the Target Operating Model. 4 3 12 Implement PMO, Technology
reputational implications for Roadmap and Target Operating Model

the service and wider business.



Shared ICT Services

Loss of service Risks

Risk and Trend

Risk Management

(cause, event, consequence)

Hardware, software or 3'd party
service failure (eg: .Network goes
down, power failure, telephony
failure)

Malicious cyber activity impacting
ability of ICT services to function
normally. (eg: Denial of service
attack).

Loss or severe impact to ICT
service delivery. SICTS unableto
deliver underpinning core ICT
services to agreed SLA.

Staff (business) unable to access
critical ICT services/systems

Loss of public facing service
provision and communication with
residents.

Recent developments, progress and concerns Probability

SICTS BC Plan has been reviewed and rewritten. Covid-19 crisis highlighted our BCP
capability with over 7,000 users working remotely from March onwards

We hold regular service review meetings with our partners (e.g. 8x8, Virgin Media, Risual,
Liberty, Dell)

-External review and internal audit of BCP completed.
-Initials workshop held to identify gaps prior to audit.

Work in progress to increase core infrastructure resilience and BC/DR exercises to be
scheduled.

Brent and Lewisham and Southwark move to laptops supports home and remote working
and reduces reliance on council offices to access services.

Line of business applications migrating to Cloud will reduce reliance on SICTS
infrastructure.

Work required to formalise SICTS response to malicious activity and technical disruptions.

4

3

12

16

12

12

12

-Move to cloud-based computing will
ald in the reduction of levels of
Infrastructure.

- DR tests to be scheduled and
reviewed

-SICTS are attempting to consolidate
the Cyber audits into one.

-A Cyber Defence roadmap is being
produced to harden the council's
Infrastructure.

-Rollout of laptops will aid in the
reduction of levels of infrastructure.
-Now Covid-19 first wave has passed,
DR Tests to be scheduled for various
elements of the infrastructure

-DR plans being tested via desk-based
activities. BCP invoked for all three
councils during Covid-19 crisis.

-Review processes with the business
for communications.



Risk Management

Shared ICT Services

Supportability Risks

Risk and Trend Recent developments, progress and concerns Impact Probability | Priority | Actions
(cause, event, consequence)

« A continued reliance upon legacy systems Work in progress to develop technology roadmaps and service plans to support 3 5 15 Technology Road map and strategies
(hardware, software). longer term (proactive) planning. In place, funding to be requested at
 In many cases upgrade or replacement of council capital boards.
legacy systems will be dependent upon Service account managers working within the business to identify and resolve
business led demand, resource, support and | issues where these are identified. Investment cases to be produced to
funding. gain funding.
 Lack of succession planning and funding for | Where required, sourcing of appropriate contracts to extend service life support.
services. Reduction in the level of infrastructure
» Legacy systems are increasingly difficult and | Full network scanning now in place. and move to the cloud to mitigate
costly to support. legacy hardware
« 3'd party support where required may cease. | Windows 2008 Support Arrangements
« Hardware spares may be unavailable. -Brent has purchased extended for one year Move to laptop estate and
 Technical skills to support may become -Lewisham has purchased extended support for one year excluding the RDS Implementation of a Windows
Increasing scarce. estate servicing plan to address end user
* The business may fail to understand the -Southwark has purchased extended support computing OS level risks.

Issues with legacy support and fail to plan,
budget and evolve accordingly.

« Although this is a business risk it often
becomes an ICT issue.

* Increased cost and effort to support.

* Product compatibility issues.

« Constraining impact upon ICT and other
business areas to adopt more modern
technology and ways of working.
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Thank You




